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Information Technology; financial benefits, as has often been done, but also considers
Balanced Scorecard: internal processes. In addition, the implementation of the
COBIT 5.0: COBIT 5.0 framework provides a comprehensive framework

that helps companies achieve their goals for IT Governance.
The purpose of the results of this study is a sfrategic
recommendation for companies fo be able to provide
improvements in the governance and management
environment ofinformation fechnology in the company as one
of the enablers in achieving business goals during the Covid-19
pandemic. The results of the IT governance design are in the
form of a roadmap for the implementation of IT governance
along with recommendations for 25 COBIT 5 processes which
are the evaluation points based on the prioritization of the
combination of impact and urgency.

Life Insurance.

1.0 INTRODUCTION

The Balanced Scorecard method in evaluating IT Governance is obtained from the
description of the information tfechnology balanced scorecard and the balanced scorecard
for the company's board [1]. A sufficient analysis of the various factors that influence the
formation of a sfrategic planning system or information technology that is adaptable and
aligned or one goals with business strategy [2]. Financial services, such as in life insurance
companies, always go hand in hand with the support of reliable technology. Therefore, a
balance is needed between the results of the evaluation of the COBIT 5 framework and the
BSC Board to improve the performance of IT Governance in a life insurance company [3]. The
IT Balanced Scorecard method is used to analyze the relevance of the performance
measurement indicators set with the vision, mission and strategic goals in a business
organization [4].The implications of this can be applied in the research plan that willbe carried
out so that it can evaluate whether the company's vision, mission and strategic goals are

IJISCS | 76



correlated and have an influence on the IT enabler goals in the company. Balanced
Scorecard is a potential framework for analyzing IT infrastructure [5]. Informatfion and
communication fechnology development has increased to meet organizational processes. It
needs to be structured to create clean, competent, clear and responsible government and
quality and reliable civil service [6]. The implementation of COBIT 5 in the evaluation of the
System of Electronic-Based Government System (SPBE) has not yet reached the opfimal
capability level so that the function and optimization of the system runs well to support the
company's business operations [7]. Drawing on the COBIT 5 framework, this study presents the
results of an analysis that IT governance and process management is utilized in practice to
address two key global IT management issues: alignment and security [8].
1.2 Problem Formulation

The research is expected to be able to answer the question of how to understand and
evaluate the process of aligning the Balanced Scorecard and IT Balanced Scorecard
perspectives on the implementation of IT Governance in life insurance companies. In addition,
the research is also expected to provide an assessment of how companies can assess IT
Governance by implementing the COBIT 5 Framework and how businesses can design IT
governance through the implementation of the COBIT 5 framework.
1.3 Objective and Benefits of Research

This research is intended to find out how companies can align the concept of the
Balanced Scorecard perspective on the IT Balanced Scorecard with an evaluation based on
aspects of the company's confribution, operational excellence, user orientation and future
orientation. This research also makes it easier for companies to assess IT Governance in
accordance with the COBIT 5 Framework. We can also conclude that this research will bring
benefits so that businesses can design IT governance in accordance with the rules of the COBIT
5 Framework method.

2.0 THEORETICAL
2.1. IT Balanced Scorecard

The IT Balance Scorecard has four perspectives, including corporate contribution, customer
orientation, operational excellence and future orientation [9]. With the implementation of the
IT Balanced Scorecard, the performance of higher education institutions is not only measured
by the financial benefits, as is offen done, but also considers internal processes and satisfaction
and performance improvement for each employee [10]. Thus, it can be ensured that good
performance is not only in the present but also in the future. Measuring the level of IT
governance performance using the IT Balanced Scorecard will allow organizations/institutions
to take full advantage of the information they have, thereby maximizing benefits, capitalizing
on opportunities and gaining competitive advantage [11]. IT governance also identifies
control weaknesses and ensures the implementation of measurable improvements in an
effective and efficient manner. IT Balanced Scorecard is a modification or alignment of the
fraditional Balanced Scorecard [12]. Where along with the intensive use of IT in the
organization, the IT unit that has the task of internal company needs must actually implement
systems and technologies that support the achievement of the company's business strategy
[13]. Other impact of IT Balance Scorecard is sustainability Balance Scorecard should be
employed, but it needs to be integrated to reach maximum benefit using the sitrategic
management tool, fo provide company with a way to overcome the limits of the fool and to
confribute to it success [14]. Balance Scorecard is effective methods to evaluate corporate
performance in order to improve business and development efficiency [15].

2.2. Control Objective for Information and Related Technology (COBIT)

Confrol Objectives for Information and Related Technology (COBIT) is an IT governance
framework and set of fools that support and enable managers to bridge the gap between
conftrol requirements, technical issues and business risks [16]. COBIT 5 provides a comprehensive
framework that assists companies in achieving their goals for enterprise IT governance and
management [17]. In simple ferms, it helps companies create optimal value from IT by striking
a balance between realizing benefits and optimizing risk levels and resource use. COBIT 5
enables IT to be organized and managed holistically for the entire enterprise, engaging end-
to-end business and IT functional areas and responsibilities, keeping in mind the related interests
of internal and external IT stakeholders [18]. COBIT 5 is generic and useful for companies of all
sizes, commercial, non-profit orin the public sector. COBIT 5 provides a holistic and systematic
view of governance and management in enterprise IT based on a number of enablers [19].
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COBIT 5 is a framework to measure capability maturity model integration [20]. COBIT 5
Framework make easier to evaluate IT Governance in a company [21]. For example if a
company wants to manage outside environment from company like suppliers, it can be
evaluated by assessment tools in COBIT 5 Framework [22]. There are five important principles in
the analysis using the COBIT 5 Framework with previous refinements described in the figure

below:
1. Meeting
Stakeholder
Needs
5. Separating
Gov:mance < gg:;g?lgéhe
rom
Management End-to-end
" 3. Applying a
4. Enabling a f
Holistic Ingggfed
Approach Framework
Figure 1. The Five Principles of COBIT 5 (Source: COBIT 5 Executive Overview)
3.0 METHODOLOGY
The following are the steps involved in this research process :
PLANNING
Studving Company
Overview
Titerature Problem Formulation Corporate Strategic Plan and
Review and Scape IT Department
DATA COLLECTION
Interview Observation Secondary Data
STRATEGY MAPPING
Establishing Mapping Mapping
Enteyprise Goals IT Related Goals COBIT 5 Process
ALIGNMENT OF BSC AND IT BSC PERSPECTIVES
BALANCED IT BALANCED
Finance o Corporate
Cortribution
Jnterral Business - Operational
Process Excellent
Customer | - Customer
Ovientation
Learning & Growth »  Future Orientation
.
MEASUREMENT OF CAPABILITY LEVEL
Measure Capability Determining The
Process Capability Level Target

ANALYSIS OF DATA COLLECTION RESULTS AND MEASUREMENT OF

CAPABILITY LEVEL
Measuring The GAP
Analysis
k. 4
REPORTING
Roadmap and
Recomendation

Figure 2. Research Flow Diagram
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4.0 RESULANTS AND DISCUSSION
4.1 Strategy Mapping (Identification of Enterprise Goals and IT-Related Goals)

At this stage the researcher idenfifies the strategic plan that has been formulated by the
insurance company. Then this strategic plan will be mapped against the COBIT 5 Enterprise
Goals, where the results of the mapping will be mapped again against the COBIT 5 IT-Related

Goals.

Corporate Goals

Generic
Enterprise Goals

IT related Goals

Enabler Goals
(COBIT 5 process)

Figure 3. Process of Determining Scope of Assessment

The life insurance company strategic plan mapping against COBIT 5 Enterprise Goals can
be seen in the image below :

Table 1. Mapping the Strategic Plan of Life Insurance Companies with COBIT 5 Enterprise Goals

Relation to Governance Objectives
Benefits Risk Resource
BSC Dimension Enterprise Goal Realisation | Optimisation | Optimisation

Financial 1. Stakeholder value of business investments 8

2. Portfolio of competitive products and services P S

3. Managed business risk (safeguarding of assets) P S
4. Compliance with external laws and regulations o~ P

ﬁ)inam:ial transparency &P) S S

Customer %Cusmmer-uriemed service culture 8
/ 7. Business service continuity and availability P

8. Agile responses 1o a changing business environment P S

( 9,)nf0rmatiun-hased strategic decision making &P ) P P

. Optimisation of service delivery costs P

Internal 11. Optimisation of business process functionality P

12. Optimisation of business process costs P

13. Managed business change programmes P S

14.)0perational and staff producivity (p) P
15. Compliance with internal policies P

Learning a»// G/f7b| / 16,)Skilled and motivated people (p) P

7. Product and business innovation culture

Table 2. Company’s Goals

Number/

/] Strategic Goals

Strategic target

Performance References

obecome the nation's
eadinginsurance
company with financial
fransparency.

Provide the best service as a life
insurance company that focuses
on customer satisfaction and
good contribution as a trusted
financialservice in Indonesia

Providinglife insurance services
to the public, especially in
Indonesia, in a transparent and
trustworthy mannerwiththe
best service.

Providing good decision
for future planningand
trusted protection with
excellent service to
stakeholderswith allthe
conveniences through
confinuousinnovation

Improving the qualityof the
quality conftrol system by
implementingthe company's
values, such as: focus on
customer, adaptive tochange
and act quickly toinnovate,
provide the best solutionsand
servicesto stakeholders,
frustworthy and committed to
upholdingintegrity and making
synergy as the main priority to
achieve destination.

Good internal controlin the
company'soperations.
Continuously improve employee
productivity and capabilities.
Synergize with digitalliteracyin
customerservices and
company operations.

Develop insurance business with
mainstay products and increase
profit and satisfaction of
customersand company
stakeholders.
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The results of Enterprise mapping against IT-Related Goals which means it is premier in
supporting the achievement of values against the COBIT 5 enterprise goal, while the mapping

results are summarized in the table below:

Table 3. Mapping of Enterprise Goals to IT-Related Goals

Number Enterprise Goals IT-Related Goals
1 Financial Transparency Transparency of IT costs, benefits andrisk
2 Information-based strategic decision Alignment of IT and business strategy
making Availability of reliable and usefulinformation for decision

making

3 Operational Staff & Productivity Adequate use of applications, information and technology
solutions
Competent and motivated business andIT personnel

4 Skilled and Motivated People Competent and motivatedbusiness andIT personnel

The results of mapping IT-Related Goals to the COBIT 5 process resulted in 25 processes that
became the evaluation point in this study using a "P" scale, which means it is premiere in
supporting the achievement of values for IT-related goals COBIT 5. The results of the mapping

are as follows:

Table 4. Mapping IT Related Goals on COBIT 5 Process

Enterprise Goals

IT-Related Goals

Process

Financial transparency

Transparency of IT costs, benefitsandrik

EDMO02, EDMO03, EDM05, APO06, APO12, APO13,
BAIO?

Information-based
strategic decision

Alignment of IT and business strategy

EDMO1. EDM02, APOO1, APO02, APO0O3, APOOS,
APOO07, APO08,BAIOT, BAIO2

APOO09, APO13,BAI04, BAIT0, DSSO3, DSS04

making

Availability ofreliable and useful
information fordecisionmaking

Operationaland staff

Adequate use of applications,

APOO04, BAIOS, BAIO7

productivity information and technology solutions
Competent and moftivated businessand | EDM04, APOO1, APO07
IT personnel
Skilled andmotivated | Competentand mofivatedbusinessand | EDM04, APOO1, APOO7
people IT personnel

4.2 Alignment of BSC and IT BSC Perspective
The following is a strategy to synergize the balanced scorecard perspective with the IT
balanced scorecard:

Table 5. Alignment Strategy of BSC and IT BSC Perspective

operational SLA

MEASUREMENT ANALYSIS
PerlsT Besgive KEY ANALYSIS MISSION RECUITYIN STRATEGIC INITIATIVES
P INSURANCE INDICATOR
COMPANY
How should The company's IT alignment hasnot By buildingand
the conftribution been anenablerin managingan IT
performance | perspective aims | achievingresultsin organization with
ofthelT to openup all functional areas characteristics of a
department opportunities in life insurance Business /IT | particulararchetype and
in frontof the | and playarole companies Alignment verifying the different
executive in strategic because thereisa attributesthatdefine the
committee business perception thatITis archetype arein
Corporate and the achievements only part of support. alignment.

Contribution | board of through the The delivery process Value delivery is closely
directorsbe effective is still adjusted to the associated with
considered as | application of capabilities of Value performance
anelement of [ methodsand human resources, Delivery measurement in business
supporting information eventhough the like competitive
the technology level of delivery advantage, elapse time
company's must be adjusted to for order, service
success ¢ anadequate fulflment, customer

satisfaction and
profitability.
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ITBSC

MEASUREMENT ANALYSIS

o RESULT IN
Perspective | KEY ANALYSIS MISSION INSURANCE INDICATOR STRATEGIC INITIATIVES
COMPANY
On cost IT Cost managementin
management, it is project management is
still focused on IT the process of planning,
operational estimating, budgeting,
financing, which has and conftrolling project
nottakeninto Cost costs. Cost management
account cost Management | processes arein place to
management for help project teams plan
the short and long and controlbudgets
termin the during the project life
development of cycle.
corporatelT
governance andlT
Project
Risk analysison The company should has
corporateIT “information security risk
governance hasnot management,” consists of
been caried out the policies, procedures,
comprehensively, so and technologies that a
thereis still the Risk company uses to mitigate
possibility of risks in IT | Management | threatsfrom malicious
management that actorsandreduce
have animpacton information technology
the company's vulnerabilities that
business negativelyimpact data
confidentiality, integrity,
and availability.
Thereis no We recommend thatin
integrationin planning Development
development Process Performance pay
process attentiontothe
performance with Percentage of projects on
respectto ITICN Development | time, on budget, onspec.
management, IT Process Averageissue handle
expendituresversus | Performance | time.ITROI.
ITplanning, andIT ITspendingvs. plans. IT
support for support employeesper
Where should | TodeliverlIT employees perend- end user. Mean time
Operational | ITservices servicesin a user. between failures (MTBF).
Excellent and timely and Mean time to
processes be | effective repair/recovery (MTTR).
located to mannerin Recovery point objectives
satisfy accordance (RPO).
stakeholders | withservicelevel | Thereis no synergy The key to having good
and users ¢ targetsand costs | between various|T all-round of IT
supporting Operational | performanceis five
operational function Process performance objectives:
and the ability to Performance | quality, speed,
produce greater dependability, flexibility
output together and cost.
The company should has
Itwasvery the a Process Maturity
consistency, Process Assessmentin IT
reliability and Maturity Operationaltoevaluates
resilience of the IT the attributesofa IT
infrastructure, as processes to determine
wellasthewayit's the process' ability to
managed and consistently and
maintained continuously contribute to
achieving organizational
objectives.
Development EAM
Life insurance involvesreviewingand
companies do not Enterprise consolidating detailed
havelong-term Architecture | architecture decisions
Enterprise Management | and migration plansto

identify efficiencies,
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MEASUREMENT ANALYSIS

o Bsct_ KEY ANALYSIS MISSION RESELIT STRATEGIC INITIATIVES
erspecive INSURANCE INDICATOR
COMPANY
Architecture advance standardization,
Management plans and align businessand IT
priorities.
Development integrated
IT Customer Management
Customer System. Because
satisfaction cannot technology can track and
be measured measure the customer's
consistently and ‘online footprints' that
comprehensively, so Customer highlight preciousinsights
thereis still the Sdatisfaction infowhat the customer
possibility that wants, what motivates
customers will turn them and the sort of
to products offered products/servicesthey're
by competitors interested in.
When the ITTeam Development
How should IT | Become a application should get a consolidated
Customer perform providerforall development view of software
Orientation | accordingto | customerservice | processin customer development KPIs, like
users in information both | service, the ITteam cycle time and code
service to directly and is often constrained quality. Set goalsto
customers 2 indirectly by aspectsof improv e software
through digital system requirements productivity metrics & use
systems that are not Development | retros to track where you
detailed enough, Services are.Beside that, ITTeam
the IT project Performance | Developmentshould
management involve end userswho are
process is not company customers to
committed and the beinvolvedin the
possibility of cost application testing
ovenunsin the process and provide
service comprehensive feedback
performance regarding Development
application ServicesPerformance.
development
process.
In operational Operational performance
management, can be best explained as
service the synergy between
performanceis various company units
sometimes still and the ability to produce
beyond the greateroutput together.
specified service Operational | Inotherwords,itis the
levelagreement Services levelwhere allbusiness
target and thiswill Performance | departmentscollaborate
have animpacton to accomplish specific
customer business goals. The
satisfaction with the performance objectives
services provided by are quality, speed,
the company with dependability, flexibility
operational IT and cost.
support.
How doesIT Todevelop Itis necessary to Develop a thorough
develop the internal abilities pay attentionto the understanding of your
Future ability o tolearnand continuous training company'sobjectives.
Orientation achieve innovateandto | of humanresources Human Evaluate yourHR
company take advantage | in thelT department Resource capability.
vision and IT of future duetothe Management | Analyze yourcurrent HR
goals 2 opportunities development of capacityinlight of your
network hardware goals.

software
technology and
data management
continuesto
develop inthe

Estimate yourcompany's
future HR requirements.
Determine the tools
required for employeesto
complete the job.
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MEASUREMENT ANALYSIS

insurance service
companies, bothin
terms of welfare,
capacity building
and skills provision
aswellas career
path clarity.

Satisfaction

P . Bsct_ KEY ANALYSIS MISSION LB STRATEGIC INITIATIVES
erspeciive INSURANCE INDICATOR
COMPANY

current digitalization
era.
Itis always There are so many ways
necessary to tfo maintain employee
analyze employee satisfaction such as: Offer
satisfactionin a competitive salary. Ask
developingIT for employees'
supportin life Employee suggestions.

Be transparent. Get
creative with benefits.
Listen to employee
concerns. Celebrate
successes. Prioritize
mentaland physicalwell-
being.Investin employees
future.

Lack of good
knowledge
management
managementin the
company related to
the capabilitiesand
daily operations of
employees

Knowledge
Management

An effective knowledge
management strategy
should :

Contribute tooverall
organizational goals.
Balance people,
processes, and
technology.

Build timely organizational
capabilities.

Use common processes
and technology to
encourage collaboration.
Transform the perception
of KM by creating
tangible results.

4.3 Measurement of Capability Level

Based on the calculation results of 25 COBIT 5 processes which are the evaluation points, the
next step is fo determine the target capability level of each process which is the evaluation
point. The determination of this capability level target isset to reach level 2in the Fully Achieved
rating, with the reason that it will be easier to make improvements related to achieving level 3
if all activities at level 1 and Work Product Management & Performance Management at level
2 have been fulfilled.

Table 6. Determining the Capability Level Target

Capability Level
Index Process Description GAP
As-is Target
EDMO1 Ensgre Governance Framework Setting and 1 5 1
Maintenance
EDMO02 Ensure Benefits Delivery 1 2 1
EDMO03 Ensure Risk Optimisation 0 2 2
EDMO04 Ensure Resource Optimisation 1 2 1
EDMO5 Ensure Stakeholders Transparency 1 2 1
APOOI1 Manage the IT Management Framework 1 2 1
APOO02 Manage Strategy 0 2 2
APOO3 Manage Enterprise Architecture 0 2 2
APO04 Manage Innovation 0 2 2
APO05 Manage Portfolio 0 2 2
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Capability Level
Index Process Description GAP

As-is Target
APO04 Manage Budget & Cost 1 2 1
APO07 Manage Human Resources 1 2 1
APO08 Manage Relationships 0 2 2
APO09 Manage Service Agreements 0 2 2
APO12 Manage Risk 0 2 2
APOI13 Manage Security 0 2 2
BAIQO1 Manage Programmes and Projects 1 2 1
BAIO2 Manage Requirements Definition 0 2 2
BAI04 Manage Availability and Capacity 0 2 2
BAIOS Manage Organisational Change Enablement 1 2 1
BAI07 Manage Change Acceptance andTransitioning 1 2 1
BAIO9 Manage Assets 1 2 1
BAI10 Manage Configuration 0 2 2
DSS03 Manage Problems 0 2 2
DSS04 Manage Continuity 0 2 2

4.3 Measuring the GAP Analysis
The design of the roadmap for the implementation of IT governance in life insurance

companies is divided info 2 stages, namely shorf-term improvements and long-term
improvements. Short-term improvements will be made by prioritizing quick-wins based on the
results of the COBIT 5 process as the evaluation point. Quick-win identfification is based on the
CORBIT 5 process, which appears more than once in the cascading results of mapped ITrelated
goals. Here are 5 quick-win COBIT 5 processes:

e EDMO2 - Ensure Benefit Delivery;
EDMO4 - Ensure Resource Optimisation;
APOO01 - Manage IT Management Framework;
APO07 — Manage Human Resources; dan

e APOI13 -Manage Security.

The other 20 COBIT 5 processes will be included in the long-term list of improvements. In
prioritizing the improvement roadmap and implementing short-term and long-ferm
improvements, the researcher will do a categorization using a matrix that combines impact &
urgency. The following is an explanation of prioritization in the impact category :

Table 7. Impact Prioritization
Weight | Impact Description
. The process contributes to the achievement of the company's
3 High L o R -
vision and mission and IT's vision and mission.
The process contributes to the achievement of the IT vision and
2 Medium | mission, but the process does not directly contribute fo the
achievement of the company's vision and mission.
The process conftributes little to the achievement of the
company's vision and mission or IT's vision and mission.

1 Low

The following is an explanation of prioritization in the urgency category:
Table 8. Urgency Prioritization

Weight | Urgency Description
3 High This process is urgent and requires immediate improvement.
5 Medium ThIS process is not urgent, but needs special attention for
improvement
1 Low This process is not urgent for improvement

The form of the matrix used is as follows:

|
3 | 2 | 1 |
|_High | Medium | Low |
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Priority Priority 2 Priority

] 3

Priorit . .
‘ r102n 4 Priority 3 | Priority 4
|7 P”%my Priority 4 | Priority 5

Figure 4. Roadmap Priority Matrix

The following is an explanation of the results of the merger between impact and urgency
aspect based on COBIT 5 analysis process:
Table 9. Prioritization of Implementation & Process Improvement

Priority Description

Priority 1 | The improvement and implementation process will be carried out in the second
quarter of 2022

Priority 2 | The improvement and implementation process will be carried out in the second
quartfer of 2022 and third of 2023

Priority 3 | The improvement and implementation process will be carried out in the third
quarter of 2022

Priority 4 | The improvement and implementation process will be carried out in the third
quarter of 2022 and the fourth of 2023

Priority 5 | The improvement and implementation process will be carried out in the first quarter
of 2023

The following are the results of the prioritization assessment process related to the roadmap

for the implementation and improvement of IT governance:

Table 10. Implementation Prioritization Assessment Process and Process Improvement

Index Process Description Impact | Urgency Priority
EDMO] Ensgre Governance Framework Setting and 1 1 Priority 5
Maintenance
EDMO2 | Ensure Benefits Delivery 3 3 Priority 1
EDMO3 | Ensure Risk Optimisation 3 2 Priority 2
EDMO04 | Ensure Resource Optimisation 3 3 Priority 1
EDMOS5 | Ensure Stakeholders Transparency 2 1 Priority 4
APOOQ1 | Manage the IT Management Framework 3 3 Priority 1
APOO02 | Manage Strategy 3 2 Priority 2
APQOO03 | Manage Enterprise Architecture 3 2 Priority 2
APO04 | Manage Innovation 3 2 Priority 2
APQOOS5 | Manage Portfolio 1 2 Priority 4
APO06 | Manage Budget & Cost ] 2 Priority 4
APOO07 | Manage Human Resources 3 3 Priority 1
APOO08 | Manage Relationships 2 3 Priority 2
APO09 | Manage Service Agreements 2 3 Priority 2
APOI12 | Manage Risk 2 2 Priority 3
APOI13 | Manage Security 3 3 Priority 1
BAIOT | Manage Programmes and Projects ] 2 Priority 4
BAIO2 | Manage Requirements Definition 3 ] Priority 3
BAIO4 | Manage Availability and Capacity 3 1 Priority 3
BAIOS [ Manage Organisational Change Enablement 2 1 Priority 4
BAIO7 Monqge Chcmge Acceptance and ! 1 Priority 5
Transitioning

BAIO? | Manage Assets 1 2 Priority 4
BAITO | Manage Configuration 1 3 Priority 3
DSS03 | Manage Problems 2 2 Priority 3
DSS04 | Manage Continuity 2 2 Priority 3
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The following is a summary of the results of prioritizing the implementation and
improvement of the above processes :

« EDMO02, EDM04, APOO1, APO07, APO13 ]

« EDMO3, APO02, APO03, APO04, APOOS
APO09

DSs04

Priority 4 « EDMO5, APOO5, APOO6, BAIO1, BAIOS,
Q3 & Q4 2022 BAIO9
Priority 5
« EDMO1, BAIO7
Q12023

Figure 5. Results of Mapping Prioritization of Process Improvement and Implementation

« APO12, BAI02, BAIO4, BAI10, DSS03, ]

5.0 CONCLUSION

The results of the evaluation of IT governance using the COBIT 5 capability level approach,
show that there are 14 processes at level O (incomplete process), namely the EDM03, APO02,
APQOO03, APO04, APO0S5, APO08, APOQ0?, APO12, APO13, BAIO2, BAIO4, BAIT0 processes. , DSSO3
and DSS04; then 8 processes are at level 1 (process performance) with largely achieved ratings,
namely the EDM02, EDM0S5, APOO0O1, APO06, APOQ7, BAIOT, BAIOS and BAIO? processes; and 3
processes are atlevel 1 (process performance) with a fully achieved rating, namely the EDMOT,
EDM04 and BAIO7 processes. To achieve capability level 2 with a fully achieved rating, based
on the results of the evaluation of IT governance using the COBIT 5 capability level approach,
it shows that there is a gap of 1 fo 11 processes, namely processes EDMO1, EDM02, EDMO04,
EDMO5, APOO1, APO06, APQOO07, BAIOT, BAIOS5, BAIO7 and BAIO?; and there is a gap of 2 against
14 processes, namely the EDMO03, APO02, APOO03, APO04, APO05, APO08, APO09, APOI12,
APO13, BAIO2, BAIO4, BAITO, DSS03 and DSS04 processes. The results of the IT governance design
are in the form of a roadmap for the implementation of IT governance along with
recommendations for 25 COBIT 5 processes which are the evaluation points based on
prioritization of the combination of impact and urgency.

We can conclude that the COBIT 5 Framework is useful in evaluating so that companies
can maintain security risks at the authorized level and protect information against unauthorized
orunauthorized people to make modifications that can cause chaos. In addition, COBIT 5 also
has a role to ensure that services and systems can be confinuously used by internal and
external stakeholders and for further research it would be better to improve evaluation analysis
on all COBIT domains in the COBIT 5 framework.
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